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1 Executive Summary

’ File name \ sha2b6sum ‘
‘ wannacry.exe ‘ 24d0042a104d4d54034dbcffc2a4b19a11f39008a575aa614ea04703480b1022¢ ‘

Wannacry.exe is a devastating piece of Ransomware, with Worm like capabilities
through network traversal features to infect other hosts through SMB ports, tar-
getting x32 Windows systems. The binary encrypts all user files with the .WNCRY
extension and prompts the victim to pay the ransom through the “Wana DecryptOr”
application which is found with other related files on the Desktop. The “Wana de-
cryptOr” application runs continuously, gaining persistence, and the files cannot be
recovered unless the ransom is paid, with a deadline before the files are lost forever.

Symptoms of infection are obvious intentionally. Yara rules have been written and
can be found in Appendix A. Additionally, a kill switch for the binary was discovered,
preventing the payload from detonating.



2 High-Level Technical Summary

Wannacry consists of one large payload after anti-analysis checks, which results in
encryption of user files, and the unpacking of associated software from a staging folder
named located at C:\ProgramData\kgxhvkydfwf152. After encryption completes,
several files and the “Wana DecryptOr” application are copied to the Desktop, which
runs continuously until the victim pays. Figure 1 shows the flow of Wannacry.
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Figure 1: Flowchart of Wannacry
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3 Malware Composition

File name ‘ sha256sum ‘ VirusTotal Result ‘
Wannacry.exe 24d004a104d4d54034dbcffc2a4b19a11£39008a575aa614ea04703480b1022¢ 69/72
@WanaDecryptOr@.exe | b9¢5d4339809e0ad9a00d4d3dd26fdf44a32819a54abf846bb9b560d81391¢25
tasksche.exe

Table 1: Sha256 and VirusTotal results for Malware components

3.1 Wannacry.exe

Malware written in C++ for x32 Windows systems, that contains mainly suspicious
strings, imports, and libraries. Encrypts all user files and creates the tasksche.exe
process after anti-analysis.

3.2 @WanaDecryptOr@.exe

The Decryptor tool, which appears in every directory of the victim’s machine, con-
stantly reopens and presses payment with a deadline before file deletion. The tool is
also responsible for encrypting files, including any new files made post-detonation.

3.3 tasksche.exe

A process that creates a staging folder in C:\ProgramData\kgxhvkydfwf152, that
creates many of the tools and files used in the later stages of the payload. This also
sets the language based on the victim’s IP.



4 Basic Static Analysis

The binaries sha256 sum was retrieved and submitted to VirusTotal, which stated it
was a very dangerous piece of ransomware named Wannacry.

Next, the strings of Wannacry were extracted using Floss and sent to a text file. There
were a lot of suspicious calls to command prompt, changing the security settings, and
notably a full URL “hxxtp://www.iugerfsodp9ifjaposdfjhgosurijfacwrwergwea.com”
to a very strange domain, as seen in Figure 3

TREEPATH REPLACE
\\%s\IPCS o
Microsoft Base Cryptographic Provider v1.0
d.%d.®d.%d
mssecsve2.0
Microsoft Security Center (2.0) Service
%3 -m security
C:\%s\geriuwjhrf
C:\%3\%s
WINDOWS
tasksche.exe
CloseHandle
WriteFile
CreateFilel
CreateProcessh
http://www.iugerfsodp9ifijaposdfijhgosurijfaewrwergwea.com
IThis program cannot be run in DOS mode.

Figure 2: Floss output for wannacry.exe

PE studio revealed the imports and libraries used, with suspicious use of Microsoft
encryption and cryptographic libraries. The tool also highlighted the use of Internet
connection imports likely to be used with the URL found in strings. The Attrib +h
was also uncovered, meaning the binary is executing with the hidden attribute as to
not appear in directory listings.



pestudio 9.55 - Malware Initial Assessment - www.winitor.com - [c\users\t\desktop\ransomware wannacry.exe.malz]
file settings about

sHxB87
-7 c\users\t\desktop\ransomware. wannacry.exem | imports (91) flag (28) first-thunk-original (INT) first-thunk (14

- indicators (file > embedded) StartServiceCtriDispatcherA x 0x0000AGE6 Ox0000A6EG
g9 footprints (count > 10) * ChangeServiceConfig2A x  Ox000DAGCO 0x0000A6C0
P virustotal ferc CreateServiceA x 0x00D0AGES 0x0000A688
+ 0 dos-header (size > 64 bytes) QueryPerformanceFrequency x OxDODDA43A 0x0000A43A
B8 dos-stub (size > 184 bytes) = =
- I rich-header (tooling > Visual Studio) S-tlesciocket) = 080000003 0:80000003
b file-header (executable > 32-bit) 16 (recv) x 0x80000010 0x80000010
b nptionalfhaader (subsystem > GU“ 19 (send] X Ox80000013 0x 80000013
ﬂ diIECtOI'iES(CUUI'It - 3} htonl X Ox 80000008 (0x 80000008
b sections (files > 3) 14 (ntohl) x 0xB000D00E 0x2000000E
115 (WSAStartu x 0x80000073 0x80000073

12 (inet ntoa) x 0x8000000C 0x8000000C

10 (ioctlsocket) x 0xB000000A 0xB00D0D0A

18 (select) x 0x80000012 0x80000012

-3 NET (n/a 9 (htons) x 0x80000009 0x80000009
-~ resources (size > file-ratio) 23 (socket) x 0x80000017 0x80000017
abc strings (count > 114377) 4 [conn x 0xB0000004 0x80000004
~ff% debug (n/a 11 (inet addr) x 0xB000000B 0x80000008
-~ manifest (n/a GetAdaptersinfo x 0x0000A792 0x0000AT92
~{19] version (OriginalFilename > |hdfrgui.exe) InternetOpenA x 0x0000A7DC 0x0000ATDC
Ll e InternetOpenUrlA x 0x0000A7C8 0xDDDDA7CS
L over InternetCloseHandle x Ox0000A7B2 0x000DATE2
MoveFileExA x 0xD000A576 0x0000A576

GetCurrentThreadld X Ox0000A524 0x0000A524

GetCurrentThread x 0xD00DA53A 0xD00DAS3A

CryptGenRandom x 0x0000AB50 0x0000A650

CryptAcquireContextA x 0x0000A638 0x0000A638

rand x Ox0000A824 0x0000A824

srand x 0x0000A852 0x000DA852

WaitForSingleObject 0xD00DALF6 0x000DA4F6

Interlockedlncrement - Ox0000AS0C (0x0000AS0C

Figure 3: PE Studio findings for Wannacry

PE View was used to check if the binary was packed or not, however, the sizes were
very similar indicating that there was no unpacking involved.



5 Basic Dynamic Analysis

Ooops, your files have been encrypted!

'What Happened to My Computer?
[ Your important files are encrypted.
[Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raisec on _| RSNRSPONEVRSES
2/16/2024 14:01:30 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
| You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months,
Your files will be lost on
Sl How Do I Pay?
[Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,

212012024 14:01:30

Time Left

|And send the correct amount to the address specified in this win
Aft r t, cli

Check Payment>. Best time to check: -11:00am

Send $300 worth of bitcoin to this address:

bitcoin _
ey er [12t9YDPgwueZ9NyMgws19p7AABISjr6SMw

Figure 4: Result after detonation

The binary does nothing upon regular detonation, only triggering when run as an
administrator, likely to use the libraries that require elevated permissions. Wannacry
has no visible indicators initially, but shortly after every file will become unreadable
with the .WNCRY extension, the “Wana DecryptOr 2.0” application will appear and
a README text file, and an image will all be found on the desktop. The image
will be set as the wallpaper, informing the user that the files on the machine are
encrypted, and a ransom must be paid to get them back. The “Wana DecryptOr”
will continuously run and reopen, pressuring the user further with a time limit before
the files are lost forever, as well as contact information. Finally, the text file includes
similar information to the previous two, just informing and pressuring the victim into
paying. All of this can be seen in Figure 4.

Running the binary without an internet connection produces an unreachable response
in Wireshark, however, a simulated internet connection (such as INetSim) produces
the result in Figure 5. As the suspicious domain is there, this is likely an anti-
analysing technique to detect a simulated connection, as the author at the time of
writing the binary knew the domain did not exist.



3 0.029169 10.0.0.4 10.0.0.3 Tcp 66 59580 » 88 [SYN] Seq=0 Win=65535 Len=@ MSS=1460 WS=256 SACK_PERM
4.0.029583 10.0.0.3 10.0.0.4 Tcp 66 80 > 59588 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460 SACK_PERM WS=128
5 0.029629 10.0.0.4 10.0.0.3 Tcp 54 59580 - 88 [ACK] Seq=1 Ack=1 Win=262144 Len=0
6 0.031160 10.0.0.4 10.0.0.3 HTTP. 154 GET / HTTP/1.1
7 8.031690 10.0.0.3 10.0.0.4 Tcp 60 80 - 59588 [ACK] Seq=1 Ack=101 Win=64256 Len=0
8 0.045040 10.0.0.3 10.6.0.4 TcP 204 80 > 59580 [PSH, ACK] Seq=1 Ack=101 Win=64256 Len=150 [TCP segment of a reassembled PDU]
9 0.045082 10.0.0.4 10.0.0.3 Tcp 54 59580 - 88 [ACK] Seq=101 Ack=151 Win=261888 Len=0
10 0.045413 10.0.0.3 10.0.0.4 HTTP 312 HTTP/1.1 200 OK (text/html)
11 0.045427 10.0.0.4 10.0.0.3 Tcp 54 59580 - 88 [ACK] Seq=101 Ack=409 Win=261632 Len=0
12 0.046351 10.0.0.4 10.0.0.3 TcP 54 59580 » 88 [FIN, ACK] Seq=101 Ack=409 Win=261632 Len=0
13 0.046511 .0.0. .0.0.3 54 59580 » 88 [RST, ACK] Seq=102 Ack=409 Win=0 Len=0
14 0.542349 280: :COb3:e0de:Jec... £02::16 ICHP6 99 Multicast Listener Report Message v2
15 0.542349 10.0.0.1 224.0.0.22 IGHPY3 60 Menbership Report / Leave group 224.0.0.252
16 0.550344. 80 :Ob3:e0de:Jec.. £02::16 1aHPE 90 Multicast Listener Report Message v2
17 0.550470 10.0.0.1 224.0.0.22 IGHPY3 60 Menbership Report / Join group 224.0..252 for any sources
18 0.551503 10.0.0.1 224.0.0.251 MDNS 72 Standard query @x0@00 ANY EVA-62.local, "QM" question
19 0.552713 80: :Ob3:e0de:Jec... £02::fb HDNS 92 Standard query @x0@00 ANY EVA-62.local, "QM" question
20 0.553433 80: :Ob3:e0de:Jec... £02::fb HDNS 130 Standard query response 0x2009 AAAA fe80::cOb3:ede:dec:5béb A 10.0.0.1
21 0.553962 10.0.0.1 224.0.0.251 HDNS 110 Standard query response 0x2009 AAAA fe80::cOb3:ede:dec:5béb A 10.0.0.1
22 ©.991969 10.0.0.1 224.0.0.22 IGHPY3 60 Menbership Report / Join group 224.0..252 for any sources
23 0.991969 feB80: :Ob3:ele:ec.. F02::16 ICHPVE 90 Multicast Listener Report Message v2
24.5.259540 PcsCompu_8c:96:d0  PcsCompu_c9:3b:le  ARP 60 Wiho has 10.0.0.42 Tell 10.0.0.3
Frame 6: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits) on interface \Device\NPF_{F82CCEQB-DBAE-46DB-ABSE -0607044017D5}, id & 08 80 27 8c
Ethernet II, Src: PcsCompu_c9:3bile (08:00:27:c9:3b:le), Dst: PcsCompu_8c:96:d0 (8:00:27:8c:96:d0) 00 8c c2 d9
Internet Protocol Version 4, Src: 10.0.0.4, Dst: 10.0.0.3 90 03 e8 be
Transmission Control Protocol, Src Port: 59580, Dst Port: 8, Seq: 1, Ack: 1, Len: 100 04 00 14 85
. e 23128
GET / HTTP/1.1\r\n &F 73 64 66
Host: . Lugerfsodpdifjaposdfjhgosurijfacuruerguea.com\rin 77 72 77 65
Cache-Control: no-cache\r\n 61 63 68 65
\r\n 2d 63 61 63

[Full reguest URI: http://www.i fsodp9ifjaposdfjhgosurijfaewrwerguea.com/]
[HTTP request 1/1]
Response in frame: 10

Figure 5: Wireshark picking up the HTTP request to the suspicious domain

Additionally, an array of ARP requests where sent which Wireshark caught, primar-
ily to 10.0.0.3 Remnux machine but also to every possible host on the network.
This is typical of a Worm, discovering other hosts to potentially infect, showing the
multifaceted nature of this binary.

3834 245.935274 PcsCompu_c9:3b:1le Broadcast ARP 42 Who has 18.0.8.3? Tell 10.9.0.4
3835 246.527868 PcsCompu_c9:3b:1e Broadcast ARP 42 Who has 18.0.8.32 Tell 10.0.0.4
3836 247.527492 PcsCompu_c9:3b:le Broadcast ARP 42 Who has 18.8.8.3? Tell 18.9.8.4
3837 249.9503828 PcsCompu_c9:3b:le Broadcast ARP 42 Who has 18.0.8.3? Tell 10.0.0.4
3838 250.527177 PcsCompu_c9:3b:le Broadcast ARP 42 Who has 18.08.8.3? Tell 10.8.8.4
3839 251.528068 PcsCompu_c9:3b:1le Broadcast ARP 42 Who has 18.8.8.3? Tell 18.8.8.4
3840 254.0897088 PcsCompu_c9:3b:le Broadcast ARP 42 Who has 18.0.0.3? Tell 10.6.0.4
3841 255.0827439 PcsCompu_c9:3b:1le Broadcast ARP 42 Who has 18.0.8.3? Tell 10.9.0.4
3842 256.0842265 PcsCompu_c9:3b:1e Broadcast ARP 43 Who has 16.6.8.37 Tell 16.6.06.4
3843 258.145424 PcsCompu_c9:3b:le Broadcast ARP 42 Who has 18.0.8.3? Tell 10.0.0.4
3844 259.826813 PcsCompu_c9:3b:1e Broadcast ARP 42 Who has 18.0.8.32? Tell 10.06.0.4
3845 260.027267 PcsCompu_c9:3b:1le Broadcast ARP 42 Who has 18.0.8.32 Tell 10.0.0.4
3846 262.1680087 PcsCompu_c9:3b:le Broadcast ARP 42 Who has 18.8.8.3? Tell 18.9.8.4
3847 263.027354 PcsCompu_c9:3b:le Broadcast ARP 42 Who has 18.0.8.3? Tell 10.0.0.4
3848 264.0827429 PcsCompu_c9:3b:1e Broadcast ARP 42 Who has 18.0.8.32 Tell 18.8.0.4

Figure 6: ARP requests from Wannacry

Checking TCP View at detonation shows that these requests are being sent to the
Server Message Block (SMB) remote ports of other hosts on the network, as seen in
Figure 7. This is likely to share the malicious files and cause further infections, and
thus more potential ransoms paid for the threat actor.



0 TCPView - Sysinternals wuwsysinternalscom - o x I

File Edit View Process Connection Options Help

C OB 4ow boe 4 uwww Gues M@0

Process Name Process D Protocol  State Local Address Local Port  Remote Address Remote Port Create Time  Module Name Sent Packets Recv Packets
78 TP Listen 0000 135 0000 13/02/2024 135235 RpcEptMapper
4 TP lsten 10004 139 0000 130212024 135236 System
8 TP Listen 0000 5040 0000 13/02/2024 135254 COPSvc.
0 T lsten 0000 49664 0000 13/02/2024 135235  Isassere
% TP listen 000 49665 0000 13/02/2024135235  wininitexe

13/02/2024 135243

vannacy. 3 10004 49705 4 130272024

o 13/02/2024 135239 System
svehostexe e T lsten 0000 7680 0000 0 13/02/2024 135238 DoSve
svchostexe 788 TG Listen B 135 o 13/02/2024 135235 RpcEptMapper
stem 4 ToAE  Listen s o 13/02/2024 135239 System

Figure 7: TCP View showing the attempt of spreading the malware

Procmon revealed the creation of the tasksche.exe process, which interestingly cre-
ated a folder within the ProgramData of the C drive. Digging further reveals that this
is a staging folder for Wannacry, where the various tools are originally stored before
being copied to other directories in the victims machine.

I Process Monitor - Sysinterals temals.com
File Edit Event Filter Tools Options Help

DRI YAO|&H £ L2 Ha2E

Timeo... Process Name PID Operation 2 Resut Detal
5448 B RegQuerykey  HKLM SUCGESS Query: Name
5445 [ RogOperkey  HKL success
5048 H /CCESS
RegQuenyValue HKLMISOFTWAREWWOW6432NodelMi. SUCCESS Type: REG_DWO.
§ RagCloseKay  HKLMISOFTWAREWWOWS432Nods M. SUCCESS
5448 ff RegQuerykey  HKLMISOFTWARE WicrosoftWindows .. SUCCESS Y 1~ | C\ProgramData\kgxhvkydfuf152 - o x
RegOpenkey  HKLMISOFTWAREWicrosoftiWindows . NAME NOT FOUND
f HKL navenoT Founo [ vore  sre  view (7]
5448 s QueryNamelnio. C\Windows\SysWOWSdisechostdl  SUCCESS
5448 HKLL NAMENOTFOUND, ¢ v <« Program.. > kgxhvkydfwf152 > M P Search kgxhvkydfwf152
5448 e QueryNamelnfo...C:\Windows|SysWOWBA\sechostdll ~ SUCCESS U < i © -
5448 HKL NAWE NOT FOUND ~
5448 ex QueryNamelnfo..C\Windows|SysWOWB4\advapis2dll  SUCCESS Name Date modified Tree size
43154, Wiaskscheore 5448 B HKL NAMENOTFOUND  * Quickaccess o
e w 5448 7w success 8 Destion . msg 13/02/2024 1432 File folder
43154 heexe 549 fif RegOperkey  HKLW\System CureniContolSetContol. REPARSE @Please_Read_Me@.xt 13/02/2024 1431 Text Document k8
43154, Wiaskscheexe 5448 f RegOpenkey  HKLMSystem|CurertControlSet Conirol. SUCCESS & Downloads ~ # N
o< 4 oy Lcce: 151 @WanaDecryptor@.exe 12/05/2017 03:22 Application 2408
RegQueryKey  HKLINSystem|CurieniContilSetControl. SUCCESS [% Documents £ g & \WenaDecyptor@.exe 13/02/2024 1431 Shorteut 1K8
© B RegOperkey | HKLVISysenCurenContoSetCorolSUCCESS = pictures » 0000000l o200t 141 evre o
taskscheore 5448 [ RegCloseKey  HKLMISystem|CurenContiolSetiConirol SUCCESS FLARE 00000000.pky 13/02/2024 1431 PKY File 1K8
taskscheere 5448 B RegOperkey  HKLMiSystemSeiup SUCCESS
5448 B HKLI SUCCESS & Music 00000000.res 13/02/2024 1433 RES File 1K8
RegQueryValue HKLMISYSTEMSetupl0OBENProgress SUCCESS  videos bawnry 11/05/2017 21:13 WNRY File 1,407 KB
RegCloseKey HKLMISYSTEMSetup SUCCESS .
i RogOperkey  HKLINSystem\Sewp Success @ oneorie cwnry 13/02/2024 1431 WNRY File K8
5448 [ RegSetniokey HKLMISYSTEM\Setup success fwnry 13/02/2024 1433 WNRY File K8
RegQuenyValue HKLMISYSTEMSetipiSystemSetphP.. SUCCESS B
5448 By RogCloseKey . HKLMISYSTEMSebip succEss % This PC rwnry 11/05/2017 16:59 WNRY File 1KB
5445 [if RegCloseKey  HKLM\Systam CurentControlSefConirol SUCCESS swnry 09/05/2017 1758 WNRY File 2968 KB
548 b CreateFile  CiProgiamData SUCCESS & Network S
2 QueryBasichfor..CProgramData SUCCESS twnry 12/05/2017 0322 WNRY File 65KB
5448 55 CloseFile ProgramData SUCCESS ¥ taskdlexe 12/05/2017 03:22 Application 208
548 b CrealeFle  ClProgiamData NAME COLLISION
S CresteFie CiProgramData SUCCESS ¥ tasksche.exe 13/02/2024 1431 Application 3432K8
5448 s CloseFle  ClUsers|T\Deskiop success ¥ taskseexe 12/05/2017 03:22 Application 208
5449 G CreateFile  ClProgramData Kaxhvkydfi2 SUCCESS o1 s NRY
5448 o CloseFile CiProgramDatalkgrhvkydfaf152 SUCCESS uwnry 12/05/2017 03:22 WNRY File 240k8
5448 s CreateFile  CiProgramDatalkgihvkyduf152 SUCCESS
548 5 CloseFle  ClProgiamData success
549 b CreateFile  CIProgiamDatalkgxhvkydfu152ikgxhvi NAME NOT FOUND
5448 Gy CreateFile  CiProgramDatalkgihvkydiufl52lkgrhvi NAME NOT FOUND
RegOpenkey  HKLMiSofware|WOW6432NodelPolicie. REPARSE
RegOpenkey  HKLMISOFTWARE Policies\Microsoft.. SUCCESS
1 HKL SUCCESS
RegQueryValue HKLMISOF TWARE Policies\Microsoff.. NAMENOT FOUND <
ReqCloseKey  HKLMISOFTWAREPolicies\Microsoft.. SUCCESS 17 items
5448 oy CreateFile  CiWindowsltasksche.exe SUCCESS -
= success Atnbutes: SA. Rep.
431 taskscheexe 5448 7 QueryStandardl.CWindowsliasksche exe SUCCESS AlocationSize: 351
43154, Wiaskscheexe 5448 s QuenyBasicifor..CWindowslasksche exe SUCCESS CreationTime: 130

Figure 8: Tasksche.exe creating an unpacking folder



6 Advanced Static Analysis

Wannacry notably contains the request to “hxxtp://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.
and if there is a 200 OK status code will stop before the payload is executed. This tech-

nique is used to prevent the analysis of binary in a virtual machine with a simulated

internet connection, such as the analysis being conducted for this paper. However,

using Cutter’s write mode this can be reversed to force Wannacry into executing even

after receiving a successful status code. Once the main function of the Assembly code

was found, the decision-making statement was easy to identify, essentially jumping

to a specific memory address if the condition is met. Selecting this jne (jump if not

equal) instruction and reversing the jump, as seen in Figure 9, will change it to a

je(Jump if Equal).

Copy address Ctri+shift+C  }sdfjhgosurijf:
Show in 3
Add Comment i

Re-type Local Variables Y

Edit function “main” Shift+P
Undefine function u

Define function here P

Add at.
Set base of immediate value to.
Set current bits to...

Set as.

Show X-Refs X

Edit » Instruction
Nop Instruction
Breakpoint
Bytes

Plugins » Reverse Jump

Highlight block
Highlight instruction

Export Graph
Layout »

Syncfunsync offset

esi call esi

push edi

call esi

pop edi

xor eax, eax
pop esi

add esp, 0x50
ret ox10

esi

fcn. 00408090 ; fcn.00408090
edi

eax, eax

esi

esp, 0x50

ox10

Figure 9: Reversing the Jump in Wannacry Assembly code

This results as intended, with Wannacry executing its full payload with a simulated
internet connection, as seen in Figure 10 with INetSim running on the Remnux VM.
This is similar to how Wannacry was actually stopped in 2017, with Marcus Hutchins
registering the domain that is called in the binary, meaning a successful HT'TP status
code would be received by any machine with an internet connection, essentially acting
as a kill switch for this piece of malware.



Figure 10: Wannacry infecting machine whilst having a simulated connection

10



7 Advanced Dynamic Analysis

A debugger can be used to get past the check for simulated internet connection
similarly to the Cutter technique, this time changing the register values before the
JNE is performed to falsify the result without editing the code. Wannacry.exe was
loaded into x32 Debugger, the position was found from the early Cutter analysis, and
then the Zero Flag was changed in the JNE from 0 to 1 thus allowing the program
to run again even with a simulated internet connection, as seen in Figure 11.

3% Ransomware.wannacry.exe - PID: 1920 - Module: ransomware.wannacry.exe - Thread: Main Thread 5644 - x32dbg [Elevated] - m] x
Fle View Debug Tradng Plugins Favourites Options Help May & 2021 (TitanEngine)
OF i 39y tx PPz sl B

[Flog [T Notes Breskpoints Memory Map Cal Sta =5 sed o saipt Symbols Source O References W Threads
B o . L il Stack & symbot 53 = 3 Thread:
o—— v75 15 ine_ransomware., wannacry.4081BC .
1 FFD6 gall esi ~ (G Y
1 6A 00 push EEoTEco T —
1 6 gall esi Eax  Dcconoc
1 E8 DEFEFFFF call ransomware.wannacry.408090 ERXEC
I SE pop edi ECX  7COFGDB3
1 33c0 EDX 00000000
I 3 EBP  OOLOFF70
! 83ca 50 ESP  OOLIFE7C
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Figure 11: Editing registers to bypass anti-analysis techniques

One of the strings in Wannacry was the “IsDebuggerPresent” import, often used for
anti-analysis, however, this could not be found within the binary and did not affect
the debugger, suggesting it was a holdover from an older version or simply broken.
The same technique could be used on this import, though, so it would not have caused
any issues to this investigation.
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8 Indicators of Compromise

Like most ransomware, the Indicators of Compromise for Wannacry are rather obvi-
ous, as the threat actor responsible is eager for the victim to know and be forced into
paying the ransom.

8.1 Host Based Indicators

e Encrypted file - All user files on the machine will be encrypted with the .wcry
file extension.

e Wannacry software - The Wana DecryptOr application will continue to open,
attempting to extort the victim to send money to the Bitcoin wallet to unlock
their files. This program can be found in every directory of the victim’s machine

e Wannacry wallpaper - The Desktop wallpaper will change to a warning mes-
sage exclaiming the machine’s files have been encrypted and to use the Wana
DecryptOr software. This file will also appear on the desktop, and can be seen
in Figure 12.

e Wannacry text file - found on the desktop informing on how to pay.

Figure 12: Wannacry wallpaper

8.2 Network Based Indicators

e Call to suspicious domain - The binary will call to “hxxtp://www.iugerfsodp9i
fjaposdfjhgosurijfaecwrwergwea.com”, and use the http status code to either con-
tinue or abort the payload.

e Network discovery - ARP requests to discover other hosts on the network
for further infection.
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9 Rules and Signatures

Yara rules were written using the indicators identified, focusing on finding wannacry
before it can execute or gathering all locations of malicious files after encryption.
The full rules can be found in the Appendix, and Figure 13 shows the rules in action
flagging the different locations before detonation.

top\PMAT-1abs-main\la -1.Bossfight-wannacry.e E 5 \README .md
op\Ransomware.wannacry.exe.malz

nna_yara n\wanna.yara
: http: | sodp9ifjaposdfjhgosurijfaewrwergwea. com

Pname: wannac
&

,command : cmd. ¢

Figure 13: Yara rules for Wannacry
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Appendix
Yara Rules

rule wanna_yara {

meta:
last _updated = 72024—13—-02”
author = "Thomas MacKinnon”
description = "Yara Rules for Wannacry.”
strings :
$url = "http://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea .com”
$file = "tasksche.exe” ascii
$ext = "wnery” ascii
$name = "wannacry.exe” ascii
$command = 7emd.exe /¢ '%s'” ascii
condition:
$url or $file or $ext or $name or $command

14



	Executive Summary
	High-Level Technical Summary
	Malware Composition
	Wannacry.exe
	@WanaDecrypt0r@.exe
	tasksche.exe

	Basic Static Analysis
	Basic Dynamic Analysis
	Advanced Static Analysis
	Advanced Dynamic Analysis
	Indicators of Compromise
	Host Based Indicators
	Network Based Indicators

	Rules and Signatures

